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Amendments to the Claims: 



This listing of claims will replace all prior versions, and listings, of claims in the 
application. 
Listing of Claims; 



1. (currently amended) A method to control access to logical volumes disposed in one 
or more information storage and retrieval systems using copy service relationships, comprising 
the steps of: 

providing a first information storage and retrieval system comprising two clusters, 
wherein a remote I/O bridge interconnects said two clusters, and wherein each cluster 
comprises a processor, a cache, a plurality of host adapters, a plurality of device adapters, a 
plurality of disk drive arrays each utilizing a Redundant Array of Independent Disks protocol, 
and a plurality of first logical volumes; 

providing a second information storage and retrieval system comprising two clusters, 
wherein a remote I/O bridge interconnects said two clusters, and wherein each cluster 
comprises a processor, a cache, a plurality of host adapters, a plurality of device adapters, a 
plurality of disk drive arrays each utilizing a Redundant Array of Independent Disks protocol, 
and a plurality of second logical volumes; 

providing three host computers; 

providing a storage area network ("SAN"), wherein said SAN is in conamunication with 
a first host computer via a first plurality of communication links, in communication with a 

second host computer via a second plurality of communication links, in communication with a 
third host computer via a third plurality of communication links, in communication with said 
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first information storage and retrieval system via a fourth plurality of communication links, and 
wherein sad fijrst information storage and retrieval system is in communication with said 
second information storage and retrieval system via a fifth plurality of communication links; 

forming (N) host computer groups, wherein (N) is greater than or equal to 1, wherein at 
least one host computer group comprises two or more host computers: 

assigning each of said [[plurality of]] three host computers to a host computer group; 

forming (N) logical volume groups; 

wherein each of said plurality of host computers assigned to an (i)th host computer 
group is not assigned to any other of the (N) host computer groups, and wherein each of said 
logical volumes assigned to an (i)th logical volume group is not assigned to any other of the 
(N) logical volume groups, and wherein a host computer assigned to an (i)th host computer 
group has access rights to logical volumes assigned to an (i)th logical volume group, wherein 
(i) is greater than or equal to 1 and less than or equal to (N); 

receiving a request from, a host computer assigned to an (i)th host computer group to 
establish a copy service relationship between a source logical volume and a target logical 
volimi e, wherein said source logical volume is disposed in said first information storage and 
retrieval system and said target logical volume is disposed in said second information storage 
and retrieval system : 

determining if said source logical volume is assigned to an (i)th logical volume group; 
operative if said target logical volume is assigned to an (i)th logical volume group, 

determining if said second logical volume is assigned to the (i)th logical volume group; 

operative if both the source logical volume and the target logical volume are assigned to 
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the (i)th logical volume group, establishing said copy service relationship. 

2. (original) The method of claim 1, further comprising the steps of: 

receiving a request to revise access rights to one or more of said plurality of &st logical 
volumes or one or more of said plurality of second logical volumes; 

determining if said request comprises assigning to one of said (N) logical volume 
groups a logical volume in a copy relationship; 

operative if said request comprises assigning to one of said (N) logical volume groups a 
logical volume in a copy relationship, denying said request. 

3. (previously presented) The method of claim 1, further comprising the steps of: 
receiving a request to revise access rights to one or more of said plurality of first logical 

volumes; 

determining if said request comprises unassigning one of said first logical volumes in a 
copy relationship; 

operative if said request comprises unassigning one of said first logical volumes in a 
copy service relationship, wherein said copy service relationship comprises a copy session, 
determining whether to complete said copy session and then terminate the copy service 
relationship; 

operative if said request comprises unassigning one of said first logical volumes in a 
copy service relationship and if said copy session is to be completed prior to terminating said 
copy service relationship: 

completing said copy session; 

terminating said copy service relationship; and 
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unassigning said one of said first logical volumes. 

4. (original) The method of claim 3, further conxprisitig the steps of; 

operative if said request comprises unassigning one of said first logical volumes but 
does not comprise unassigning one of said first logical volumes in a copy service relationship, 
unassigning said one of said first logical volumes; 

operative if said request comprises unassigning one of said first logical volumes in a 
copy service relationship and if said copy service relationship is not to be terminated, denying 
the request to unassign said one of said first logical volumes; 

operative if said copy session will not be completed prior to terminating said copy 
service relationship: 

terminating said copy service relationship prior to completing said copy session; and 
unassigning said one of said first logical volumes. 

5. (previously presented) The method of claim 1, fiirther comprising the steps of: 
providing a configuration interface interconnected to said first information storage and 

retrieval system; 

determining if said copy SCTvice relationship comprises a peer-to-peer remote copy 
("PPRC") relationship; 

operative if said copy service relationship comprises a PPRC relationship, determining 
if said request was provided by said configuration interface; 

operative if said request was provided by said configuration interface, establishing the 
requested PPRC relationship; 

operative if said request was not provided by said configuration interface, not 



QB\480973.001 17\8503858.1 



-6- 



QUARLES & BRADY LLP 
One South Church Avenue 
Tucson, Arizona 85701 



establishing the requested PPRC relationship, 

6. (original) The metiiod of claim 5, further comprising the steps of: 
receiving a termination request to terminate said PPRC relationship; 
determining if said termination request was provided by said configuration interface; 
operative if said termination request was provided by said configuration interface, 

tCTminating the PPRC relationship; 

optative if said termination request was not provided by said configuration interface, 
denying the request to terminate the PPRC relationship. 

7. (previously presented) The method of claim 1, fiirther comprising the steps of: 
determining if said requested copy service relationship comprises an extended remote 

copy ("XRC") relationship; 

operative if said requested copy service relationship conq)rises an XRC relationship, 
denying said request to estabUsh said XRC relationship. 

8. (original) The method of claim 1, further comprising the steps of: 

providing a configuration interfiice interconnected with said first information storage 
and retrieval system; 

deternaiiiing if said requested copy service relationship comprises a remote FlashCopy 
relationship; 

operative if said copy service relationship comprises a remote FlashCopy relationship, 
determining if said request was provided by said configuration interface; 

operative if said request was provided by said configuration interface, establishing the 
requested remote FlashCopy relationship; 
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operative if said request was not provided by said configuration interface, denying the 
request to establish a remote FlashCopy relationship. 

9. (original) The method of claim 1, fiirther comprising the steps of: 
determining if said requested copy service relationship comprises adding a new source 

logical volume and/ or a new target logical volume to an existing Concurrent Copy session 
comprising an existing logical volume group; 

operative if said requested copy service relationship comprises adding a new source 
logical volume or a new target logical volume to an existing Concurrent Copy session, 
determining if said new source logical volume and/or said new target logical volxmie are 
assigned to said existing logical volume group; 

operative if said new source logical volume and/or said new target logical volume are 
assigned to said existing logical volume group, adding said new source logical volume and/or 
said new target logical volume to said existing Concurrent Copy session. 

10. (original) The method of claim 9, fiulher comprising the step of operative if said 
new source logical volume and/or said new target logical volume are not assigned to said 
existing logical volume group, not adding said new source logical volume and/or said new 
target logical volume to said existing Concurrent Copy session. 

1 1 . (currently amended) An article of manufacture comprising a computer useable 
medium having computer readable program code disposed therein to control access to one or 
more logical volumes disposed in a first information storage and retrieval system comprising 
two clusters, wherein a remote I/O bridge interconnects said two clusters, and wherein each 
cluster comprises a processor, a cache, a plurality of host adapters, a plurality of device 
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adapters, a plurality of disk drive arrays each utilizing a Redundant Array of Independent Disks 
protocol, and a plurality of &st logical volumes, and/or in a second information storage and 
retrieval system comprising two clusters, wherein a_remote I/O bridge interconnects said two 
clusters, and wherein each cluster comprises a processor, a cache, a plurality of host adapters, a 
plurality of device adapters, a plurality of disk drive arrays each utilizing a Redundant Array of 
Indq>endent Disks protocol, and a plurality of first logical volumes, using a copy service 
relationship, whwein a storage area network ("SAN") is in commimication with a first host 
computer via a first plurality of communication links, in communication with a second host 
computer via a second plurality of communication links, in communication with a third host 
computer via a third plurality of communication links, in communication with said first 
information storage and retrieval system via a fourth plurality of coirmiunication links, and 
wherein said first information storage and retrieval svstem is in communication with said 



second information storage and retrieval system via a fifth plurality of commimication links, 
tile computer readable program code comprising a series of computer readable program steps to 
effect: 

forming (N) host computer groups, whwein (N) is greater than or equal to 1. wherein at 
least one host computer group comprises two or more host computers : 



assigning each of [[said]] a plurality of host computers to [[the]] a host computer group; 
forming (N) logical volume groups; 

assigning one or more of said plurality of first logical volumes to a logical volume 
wherein each of said plurality of host computers assigned to an (i)th host computer 
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group is not assigned to any other of the (N) host computer groups, and wherein each of said 
logical volumes assigned to an (i)th logical volume group is not assigned to any other of the 
(N) logical volume groups, and wherein a host computer assigned to an (i)th host computer 
group has access rights to logical volumes assigned to an (i)th logical volume group, wherein 
(i) is greater than or equal to 1 and less than or equal to (N); 

receiving a request fix)m a host computer assigned to the (i)th host computer group to 
establish a copy service relationship between a source logical volume and a target logical 
volum e, wherein said source logical volume is disposed in said first information storage and 



retrieval system and said target logical volume is disposed in said second information storage 
and retrieval svstem : 

determining if said source logical volume is assigned to the (i)th logical volume group; 

operative if said target logical volume is assigned to the (i)th logical voliune group, 
determining if said second logical volume is assigned to the (i)th logical volume group; 

operative if both the source logical volimie and the target logical volume are assigned to 
the (i)th logical volume grotq), establishing said copy service relationship. 

12. (original) The article of manufacture of claim 1 1, said compute readable program 
code further comprising a series of computer readable program steps to effect: 

receiving a request to revise access rights to one or more of said plurality of first logical 
volumes; 

determining if said request comprises assigning to one of said (N) logical voliane 
groups a logical volume in a copy relationship; 

operative if said request comprises assigning to one of said (N) logical volume groups a 
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logical volume in a copy relationship, denying said request. 

1 3 . (previously presented) The article of manufacture of claim 1 1 , said computer 
readable program code further comprising a series of computer readable program steps to 
effect: 

receiving a request to revise access rights to one or more of said plurality of first logical 
volumes; 

determining if said request comprises unassigning one of said first logical volumes, 
wherein said one of said first logical volumes is in a copy relationship; 

operative if said request comprises unassigning one of said first logical volumes in a 
copy service relationship, wherein said copy service felationship comprises a copy session, 
determining whether to complete said copy session and then terminate the copy service 
relationship; 

operative if said request comprises unassigning one of said first logical volumes in a 
copy relationship and if said copy session is to be completed prior to terminating said service 
relationship: 

completing said copy session; 

terminating said copy service relationship; and 

unassigning said one of said first logical volumes logical volume. 

14. (origind) The article of manufacture of claim 1 3, said computer readable program 
code fijrther comprising a series of computer readable program steps to effect: 

operative if said request comprises unassigning one of said first logical volumes but 
does not comprise unassigning one of said first logical volumes in a copy service relationship, 
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unassigning said one of said first logical volumes; 

operative if said request comprises unassigning one of said first logical volumes in a 
copy SCTvice relationship and if said copy service relationship is not to be terminated, denying 
the request to unassign said one of said first logical volumes; 

operative if said copy session will not be completed prior to terminating said copy 
service relationship: 

terminating said copy service relationship prior to completing said copy session; and 
unassigning said one of said first logical volumes. 

15. (previously presented) The article of manufacture of claim 11, wherein said article 
of manufacture is capable of communicating with a configuration interface, said computer 
readable program code fiirther comprising a series of con^uter readable program steps to 
effect: 

determining if said copy service relationship comprises a peer-to-peer remote copy 
("PPRC") relationship; 

operative if said copy service relationship comprises a PPRC relationship, determining 
if said request was provided by said configuration interface; 

operative if said request was provided by said configuration interface, establishing the 
requested PPRC relationship; 

operative if said request was not provided by said configuration interface, not 
establishing the requested PPRC relationship. 

16. (original) The article of manufacture of claim 15, said computer readable program 
code further comprising a series of computer readable program steps to effect: 
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receiving a termination request to terminate said PPRC relationship; 

determining if said termination request was provided by said configuration interface; 

operative if said termination request was provided by said configuration interface, 
terminating the PPRC relationship; 

operative if said termination request was not provided by said configuration interface, 
denying the request to terminate the PPRC relationship. 

17. (previously presoited) The article of manufacture of claim II, said computer 
readable program code fiirther comprising a series of computer readable program stqjs to 
effect: 

determining if said requested copy SCTvice relationship comprises an extended remote 
copy ("XRC") relationship; 

operative if said requested copy service relationship comprises an XRC relationship, 
denying said request to establish said XRC relationship. 

18. (original) The article of manufacture of claim 11, wherein said article of 
manufacture is capable of communicating with a configuration interface, said computer 
readable program code further comprising a series of computer readable program steps to 
effect: 

determining if said requested copy service relationship comprises a remote FlashCopy 
relationship; 

operative if said copy sa-vice relationship comprises a remote FlashCopy relationship, 

determining if said request was provided by said configuration interface; 

operative if said request was provided by said configuration interface, estabhshing the 
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requested remote FlashCopy relationship; 

operative if isaid request was not provided by said configuration interface, denying the 
request to establish a remote FlashCopy relationship. 

19. (original) The article of manufacture of claim 11, said computer readable program 
code further comprising a series of computer readable program steps to effect: 

determining if said requested copy service relationship comprises adding a new source 
logical volume and/ or a new target logical volume to an existing Concurrait Copy session 
comprising an existing logical volume group; 

operative if said requested copy service relationship comprises adding a new source 
logical volume or a new target logical volume to an existing Concurrent Copy session, 
determining if said new source logical volume and/or said new target logical volume are 
assigned to said existing logical volume group; 

operative if said new source logical volume and/or said new target logical volume are 
assigned to said existing logical volume group, adding said new source logical volume and/or 
said new target logical volume to said existing Concurrent Copy session. 

20. (original) The article of manufacture of claim 19, said computer readable program 
code further comprising a series of computer readable program steps to effect operative if said 
new source logical volume and/or said new target logical volume are not assigned to said 
existing logical volume group, not adding said new source logical volume and/or said new 
target logical volume to said existing Concurrent Copy session. 

21 . (currently amended) A computer program product encoded in an information 
storage mediimi and usable with a programmable computer processor to control access to one 
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or more logical volumes disposed in a first information storage and retrieval system comprising 
two clusters, wherein a remote I/O bridge interconnects said two clusters, and wherein each 
cluster comprises a processor, a cache, a plurality of host adapters, a plurality of device 
adapters, a plurality of disk drive arrays each utilizing a Redundant Array of Independent Disks 
protocol, and plurality of first logical volumes, and/or in a second information storage and 
retrieval system comprising two clusters, wherein a remote I/O bridge interconnects said two 
clusters, and wherein each cluster comprises a processor, a cache, a plurality of host adapters, a 
plurality of device adapters, a plurality of disk drive arrays each utilizing a Redundant Array of 
Independent Disks protocol, and a plurality of second logical volumes, wherein a storage area 
network is in communication with a firat host computer via a first plurality of communication 
links, in communication with a second host computer via a second plurality of communication 
links, in communication with a third host computer via a third plurality of communication 
links, in communication with said first information storage and retrieval system via a fourth 
plurality of communication links, and wherein said first information storage and retrieval 
system is in communication with said second information storage and retrieval system via a 



fifth plurality of communication links, comprising: 

computer readable program code which causes said programmable computer processor 
to form (N) host computer groups, wherein (N) is greater than or equal to 1. wherein at least 
one host computer group comprises two or more host computers : 



computer readable program code which causes said programmable computer processor 

to assign each of [[said]] a plurality of host computers to a host computer group; 

computer readable progrmn code which causes said programmable computer processor 
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to form (N) logical volvune groups; 

computer readable program code which causes said programmable computer processor 
to assign one or more of said plurality of first logical volumes to a logical volume ^up, 
wherein each of said plurality of host computers assigned to an (i)th host computer group is not 
assigned to any other of the (N) host computer groups, and wherein each of said logical 
volumes assigned to an (i)th logical volume group is not assigned to any other of the (N) 
logical volume groups, and wherein a host computer assigned to an (i)th host computer group 
has access rights to logical volumes assigned to an (i)th logical volume group, wherein (i) is 
greater than or equal to 1 and less than or equal to (N); 

computer readable program code which causes said programmable computer processor 
to receive a request fi:om a host computer assigned to the (i)th host computer group to establish 
a copy service relationship between a source logical volume and a target logical volume^ 
wherein said source loRical volume is disposed in said first information storage and retrieval 



system and said target logical volume is disposed in said second information storage and 
retrieval svstem : 

computer readable program code which causes said programmable computer processor 
to determine if said soxirce logical volume is assigned to the (i)th logical volume group; 

computer readable program code which, if said source logical volume is assigned to the 
(i)th logical volume group, causes said programmable computer processor to determine if said 
target logical volume is assigned to the (i)th logical volume group; 

computer readable program code which, if both the source logical volume and the target 
logical volume are assi^ed to the (i)th logical volume group, causes said programmable 
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computer processor to establish said copy service relationship. 

22. (original) The computer program product of claim 21 , further comprising: 
computer readable pro-am code which causes said programmable computer processor 

to receive a request to revise access rights to one or more of said plurality of first logical 
volumes; 

computer readable program code which causes said programmable computer processor 
to determine if said request comprises assigning to one of said (N) logical volume groups a 
logical volume in a copy relationship; 

computer readable program code which, if said request comprises assigning to one of 
said (N) logical volume groups a logical volume in a copy relationship, causes said 
programmable computer processor to deny said request. 

23. (original) The computer program product of claim 21, further comprising: 
computer readable program code which causes said programmable computer processor 

to recdve a request to revise access rights to one or more of said plurality of first logical 
volumes; 

computer readable program code which causes said programmable computer processor 
to determine if said request comprises unassigning one of said first logical volumes, wherein 
said one of said first logical volumes is in a copy relationship; 

computer readable program code which, if said request comprises unassigning one of 
said first logical volumes in a copy service relationship wherein said copy service relationship 
comprises a copy session, causes said programmable computer processor to determine whether 
to complete said copy session and then terminate the copy sa-vice relationship; 
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computer readable program code which, if said request comprises unassigning one of 
said first logical volumes in a copy relationship and if said copy session is to be completed 
prior to terminating said service relationship, causes said programmable computer processor to 
complete said copy session, and then terminate said copy service relationship, and then 
unassign said one of said first logical volumes logical volume. 

24. (original) The computer program product of claim 23, fiirther comprising: 
computer readable program code which, if said request comprises unassigning one of 

said first logical volumes but does not comprise unassigning one of said first logical volumes in 
a copy service relationship, causes said programmable computer processor to unassign said one 
of said first logical volumes; 

computer readable program code which, if said request comprises unassigning one of 
said first logical volumes in a copy service relationship and if said copy service relationship is 
not to be terminated, causes said programmable computer processor to deny the request to 
unassign said one of said first logical volumes; 

computer readable program code which, if said copy session will not be completed prior 
to terminating said copy service relationship causes said programmable computer processor to 
terminate said copy service relationship prior to completing said copy session, and then 
unassign said one of said first logical volumes. 

25. (previously presented) The computer program product ofclaim 21, wherein said 
first information storage and retrieval system is capable of communicating with a configuration 
interface, further comprising: 

computer readable program code which causes said programmable computer processor 
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to determine if said copy service relationship comprises a peer-to-peer remote copy ("PPRC") 



computer readable program code which, if said copy service relationship comprises a 
PPRC relationship, causes said programmable computer processor to determine if said request 
was provided by said configuration interface; 

computer readable program code which, if said request was provided by said 
configuration interfece, causes said programmable computer processor to establish the 
requested PPRC relationship; 

computer readable program code which, if said request was not provided by said 
configuration interface, causes said programmable computer processor to deny said request to 
establish the requested PPRC relationship. 

26. (original) The computer program product of claim 25, further comprising: 

computer readable program code which causes said programmable computer processor 
to receive a termination request to terminate said PPRC relationship; 

computer readable program code which causes said programmable computer processor 
to determine if said termination request was provided by said configuration interface; 

computer readable program code which, if said termination request was provided by 
said configuration interface, causes said programmable computer processor to terminate the 
PPRC relationship; 

computer readable program code which, if said t«miination request was not provided by 
said configuration interface, causes said programmable computer processor to deny the request 
to terminate the PPRC relationship. 
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27. (previously presented) The computer program product of claim 21, further 
comprising: 

computer readable program code which causes said programmable computer processor 
to determine if said requested copy service relationship comprises an extended ronote copy 
("XRC") relationship; 

computer readable program code whidi, if said requested copy service relationship 
comprises an XRC relationship, causes said programmable computer processor to deny said 
request to establish said XRC relationship. 

28. (original) The computer program product of claim 21, wherein said first 
information storage and retrieval system is capable of communicating with a configuration 
interface, fiuther comprising: 

computer readable program code which causes said programmable computer processor 
to detmnine if said requested copy service relationship comprises a remote FlashCopy 
relationship; 

computer readable program code which, if said copy service relationship comprises a 
remote Fla&hCopy relationship, causes said programmable computer processor to determine if 
said request was provided by said configuration interface; 

computer readable program code which, if said request was provided by said 
configuration interface, causes said programmable computer processor to establish the 
requested remote FlashCopy relationship; 

computer readable program code which, if said request was not provided by said 
configuration interface, causes said programmable computa- processor to deny the request to 
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establish a remote FlashCopy felationship. 

29. (original) The computer pro-am product of claim 21, further comprising: 
computer readable program code which causes said programmable computer processor 

to determine if said requested copy service relationship comprises adding a new source logical 
voliune and/ or a new target logical volume to an existing Concurrent Copy session comprising 
an existing logical volume group; 

computer readable pro-am code which, if said requested copy service relationship 
comprises adding a new source logical volume or a new target logical volume to an existing 
Concurrent Copy session, causes said programmable computer processor to determine if said 
new source logical volxraie and/or said new target logical volume are assigned to said existing 
logical volume group; 

computer readable program code which, if said new source logical volume and/or said 
new target logical volume are assigned to said existing logical volume group, causes said 
programmable computer processor to add said new source logical volume and/or said new 
target logical volume to said existing Concurrent Copy session. 

30. (original) The computer program product of claim 29, fiirther comprising computer 
readable program code which, if said new source logical volume and/or said new target logical 
volume are not assigned to said existing logical volume group, causes said programmable 
computer processor to deny the request to add said new source logical volume and/or said new 
target logical volume to said existing Concurrent Copy session. 
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